
Packets everywhere! 
Wri$en by Cedric Pernet / Senior Threat Researcher. 

 
Contrary to what this -tle may suggest, this quick post will not be about network packets, so 
tcpdump or Wireshark freaks will probably not be so interested ;-) 
 
Instead, it will be about phishing impersona-ng a packet delivery company. 
 
I had a bit of free -me this weekend and thought I would use it to share some quick threat 
hun-ng on a par-cular phishing case. This publica-on also provides a few ways to ac-vely 
monitor this threat and discover new fraudulent ac-vity. 
 
Finally, digging more, I could find a full phishing kit and connect it to a cybercrime threat actor 
dubbed “Traffyque” who maintains and sells phishing kits to cybercriminals in a phishing-as-a-
service business model. 
 
Thanks to my friend Jaromir Horejsi for his kind assistance, and to StalkPhish for the talks late at 
night and the awesome work they do daily to fight phishing ;-) 

It started as usual 
 
It all started with a SMS I received on my smartphone: 
 

https://stalkphish.com/


 
SMS as received on my mobile phone 

 
It comes from a mobile phone number (06.12.36.07.57). The SMS is wriWen in French. 
 
Roughly translated, the text means “Hello, this is the delivery man your packet did not fit the 
mailbox thanks for choosing a pickup point on : hWps://mondialrelay-factura-on.com” 
 
Of course, it is a scam impersona-ng “Mondial Relay”, one of the biggest French delivery 
companies. 
 
I am not going to inves-gate further on the phone number. My operator already hints that the 
content might be spam, and the phone number is probably spoofed. 
 
So, the most interes-ng thing to do here is probably to start inves-ga-ng the URL provided by 
the fraudsters. 



A fraudulent domain 
When the website at mondialrelay-factura-on.com is being accessed, it first shows a captcha: 
 

 
 
The captcha asks the user for a simple calcula-on, then the main content appears: 
 



 



 
Once the user has filled this form, he/she is being shown another page that requests a small 
payment by credit card: 
 



 
 
The content is mostly copied from the legi-mate website at mondialrelay.fr, and does not 
contain spelling or grammar mistakes. Yet the lower part of the page is a copy of the legi-mate 
content yet without any link, which might raise suspicion for the user: 
 

 
lower part of the phishing page – plain text, no links. 

 
So, the scam scheme is preWy easy to understand: cybercriminals massively send SMS to mobile 
phones in France, leading to the phishing content, and then collec-ng credit card (CC) 
informa-on which they can mone-ze later. There are many ways to mone-ze CC informa-on 
but it is not my topic for today. 



Quick domain analysis 
 
The fraudulent domain has been created on the 6th of January 2025. This is usual, as 
cybercriminals generally register domains short before star-ng their aWack campaign. The 
Whois informa-on shows that the domain has been registered using a registrar named 
“OwnRegistrar” and has enabled anonymous Whois data. 
 
The name servers used by the domain are the following: 
 
ns1.cronus-me.org  
ns2.aphroditelove.eu  
ns3.areswarrior.com 
 
We’ll come to that later. 
 
Now let’s take a look at the hos-ng of the fraudulent content. 
 

 
 
As can be seen, the domain is hosted on 62.60.226.12, which belongs to a company named 
FEMO IT: 
 

 
 



We also see that the route to that /24 IP range is not very old, it has been created on 
2024/10/04. 
 
Using passive DNS data, we also see that the domain has led to 2 other IP addresses: 
 

 
 
142.93.43.165 belongs to Digital Ocean in the US. 
 
More interes-ng, 45.202.35.53, the IP address used on the day the domain was created belongs 
to: 
 

 
 
We see that a company called “Dolphin 1337 Limited” uses a /24 IP range belonging to “Cloud 
innova-on Support”. 
That name is probably known to experienced threat hunters. Actually, Cloud Innova-on Support 
is a company registered in the Seychelles by a Chinese individual named Lu Heng. That 
individual owns millions of IPv4 addresses from AFRINIC. I will not write more about it, suffice to 
say that Lu Heng and AFRINIC are not into the best rela-onship. 
 

https://afrinic.net/20220827-communique


As for my own experience, it is extremely common to see cybercrime using Cloud Innova-on 
Support IP addresses ranges. 

Passive DNS pivo;ng 
Using passive DNS data, let’s have a closer look at those IP addresses. 
 
The one belonging to “Dolphin 1337 Limited” is associated with 77 different domains, all of 
them being fraudulent. 

 
A few examples of fraudulent domains leading to Dolphin 1337 Limited. 

 
The IP address from Digital Ocean has been associated with 22 domains, which we also saw 
associated to the IP address from Dolphin 1337 Ltd. 
 
Yet the IP address from FEMO IT revealed close to 900 domains, all fraudulent, since the 
opening of the /24 route in October 2024. 

NS pivo;ng 
Another common pivot when inves-ga-ng such case consists of examining the NS servers used 
by the fraudulent domains. 
 
Remember, our ini-al fraudulent phishing case showed the following: 
 
ns1.cronus-me.org  
ns2.aphroditelove.eu  
ns3.areswarrior.com 
 
Looking at other domains using those NS servers, we can quickly list more fraudulent websites. 
 
We only found 2 fraudulent domains using “areswarrior.com”, yet “aphroditelove.eu” is 
associated to 150 domains, while cronus-me.org is associated to close to 2000 domains. A 
quick look at those domains tends to make us believe they are all fraudulent, but let’s take it 



with a grain of salt: a real reputa-on analysis for all the domains should be done to really know 
if it is 100% fraudulent ac-vity or if there are s-ll a few legi-mate domains in that pool. 

Different phishing cases 
I decided to work on the domains found via passive DNS data, and not from the NS. 
 
Based on the domain names, which most ojen contain explicit terms such as “neklx”, 
“mondialrelay”, “shipping”, etc., I decided to make a few sta-s-cs: 
 

Category Number of domains 
Parcel and Delivery Tracking Services 153 
Neklix and Subscrip-on Management 123 
Government and Administra-ve Services 102 
Account Management and Renewal (Non-Neklix) 101 
Insurance and Health Services 92 
E-commerce and Billing 75 
Parcel Re-rou-ng and Pickup services 68 
Miscellaneous Other Scams 168 

 
We end up with about 900 different domains, all leading to phishing content. 

A closer look at the content itself 
I looked at a few different pages for different categories: 
 

 
 



 
 

 
 
As can be seen, the captcha page is very similar, visually speaking. Both French versions, while 
the logo and templates changes to suit the abused services, show the exact same text. 
A closer look at the code reveals more similari-es: 
 



 
Code from an AMELI French health service captcha page 

 

 
Code from a MONDIAL RELAY French packet delivery service captcha page 

 
As can be seen, the pages use random values for different fields, and use base64-encoded 
content to hide the captcha part that leads to the phishing page. 
 
Both pages are probably generated with the same tool or service. 
 



From a technical point of view, when the user accesses those pages, he is being redirected to 
the captcha page. 
 
The page is stored in a subfolder and is ojen called calcul.php. 
 
Example: mondial-relay-ly.info/pac/calcul.php 
 
I tested 913 websites, looking for the storage of that captcha script. Unfortunately, as can be 
expected, those websites have a very short “online -me”. Websites ojen stay online only a few 
hours before being reported and shut down/deac-vated. Therefore, the automated crawler I 
built for that task only provided results for a bit more than 60 ac-ve websites. 
 
I ended up with a few interes-ng paths anyway: 
 

Path Number of websites using it 
/pac/calcul.php 48 
/how/calcul.php 7 
/pages/billing.php 4 
/amendes/infospagee.php 3 
/ask/calcul.php 2 
/captcha/captcha.php 2 

 

More inves;ga;on needed 
 
More inves-ga-ons should be done on the hos-ng. 
 
“Dolphin 1337 Limited” needs further inves-ga-on, especially knowing it is currently being 
dissolved: 
 



 
 
FEMO IT could be inves-gated further, to determine if it is a bulletproof hos-ng company for 
example. More than 900 fraudulent domains leading to one of their IP addresses is surely a 
mo-va-on to inves-gate more. Once again, this is not my topic for today, but maybe I’ll 
inves-gate more later and update this publica-on ;-) 

Threat Tracking 
This inves-ga-on provides clues on how to track that par-cular ac-vity, no maWer if it is a 
phishing-as-a-service opera-on with mul-ple affiliates or one threat actor. 
 
For starters, passive DNS informa-on collected every day on the IP addresses we found will 
probably allow the discovery of new fraudulent domains, yet it is not a 100% method as passive 
DNS data is always incomplete. 
 
In our case, NS data seem preWy interes-ng too. By monitoring all new entries for the NS 
servers we found, we can enrich our knowledge on this threat and find new domains to block 
almost in real -me. 
 



Here’s a small extract for 2025/01/12: 

 
New domains discovered on 2025/01/12 by monitoring NS server at cronusPme.org 

 
This is good because it looks like 100% fraudulent, without false posi-ves, which is always good 
for building blocking lists of course. 
 
Now remember those paths for the captcha scripts we found? How about hun-ng for those? 
 
Using the excellent service at urlscan.io (thank you guys!), we are able to list websites 
containing those paths. All it would need would be to hunt for all the paths and filenames we 
discovered earlier, as shown here: 
 
 



 
HunPng for “calcul.php” on Internet. 

 

The business model behind this threat 
Hun-ng more, I was able to find an actual full phishing kit for this threat. While this is probably 
the most interes-ng part in this research, I will not disclose how I did that, as it could poten-ally 
help cybercriminals to increase their knowledge on hun-ng methods. 
 
Anyway, here is the tree for the full phishing kit: 
 

 
Phishing kit folders and files 

 
We see the “pac” folder which contains the captcha code: 
 



 
“pac” folder content 

 
A quick look at the code confirms our finding, it is closely the same kit we observed. 
 
Another way to verify we indeed have the same kit is to look in actual phishing websites if some 
of the hidden folders are the same. Indeed!: 
 

 
Screencapture – A hidden file reveals the number of persons who filled the phishing form. 

 
So, for every website, we could probably get an idea of the number of vic-ms. 
 
Now, even more interes-ng, the website allowed us to confirm it is indeed a phishing-as-a-
service business model. 
 
A threat actor called “Traffyque” is behind it all and has a website on the clear web: 
 

 
 
Its website is a mix of French and English language, and reveals about 60 phishing kits targe-ng 
different companies/organiza-ons, maintained by Traffyque. 
 



 
 
 
Some videos show how data filled by users are sent to Telegram: 
 



 
A video shows how data is sent from the phishing page to Telegram 

 
Tutorials are available on the website: 
 

 
Tutorials for seWng the phishing pages up 

 
Different prices are offered for subscribing to their service: 
 



 
 
The threat actor also sells databases of compromised websites: 
 

 
 
“our leads are recently obtained, highly qualified, exclusive and verified. We do not resell 
duplicates, we engage to innovate con-nuously to guarantee op-mal verifica-on.” 
 
Finally, the threat actor indicates it keeps the phishing kits updated: 
 

 
“Our development team guarantees frequent updates for a good design and innova-ve 
products, staying therefore undetectable by bots. Explore our products in different versions, so 
you are free to choose the one that fits perfectly your needs and preferences”. 
 
 



Conclusion 
 
We discovered one fraudulent phishing website, and discovered that more than 900 other 
domains related to that threat. 
 
We also provided at least 3 different ways to monitor and keep finding new domains as they are 
registered and used by the cybercriminals. 
 
This quick inves-ga-on allowed us to provide hundreds of fraudulent domains. 
 
Finally, we were able to discover one of the phishing kit used, and link it to a cybercriminal 
phishing-as-a-service actor dubbed “Traffyque”. 

Indicators of compromise 
 

IP addresses 
142.93.43.165 
45.202.35.53 
62.60.226.12 
 

NS servers 
*.cronus-me.org  
*.aphroditelove.eu  
*.areswarrior.com 
 

Domains 
472.correos-co.info 
472paquete.com 
712pm.com 
abo-netlfix.com 
abonnement-erneuerung.com 
abtblanck.com 
acces-a-mon-compte.com 
acces-espace-sante.info 
accesosuscrinkx.info 
access-ups.info 
accnt-hlpnkx.com 
account-help.com 



account-login-renew.com 
account-renew.com 
account-sk-nekiix.info 
accountloginnkx.info 
accountsubscrip-on.com 
accountsuspendnkx.info 
acheminement-colis-2025.com 
acheminement-livraisoncolis.info 
acheminement-supportcolis.info 
acheminement.com 
actualisa-on-engieservice.com 
actualisa-on-livraison.com 
actualisa-on-livraison.info 
actualisa-on-masante.com 
actualisa-on-mondial-relay.info 
actualisa-on-sante.info 
actualisa-on-vitale.info 
actualisa-onmedical.com 
actualisa-ons-livraison.info 
actualisa-ons-livraisons.com 
actualisa-ons-livraisons.info 
actualiser-macv.com 
actualiser-votre-livraison.info 
actualizacion-informacion.com 
actualizacion-neklix.com 
administra-on-amende-be.info 
aide-acheminement.info 
aide-mondial-relay.com 
aide.neklix-support.app 
ak-vierung-info.com 
alerte-contesta-on.info 
alerte-secure.info 
ameii.fr 
ameiiassure.com 
ameli-renouvellement-2025.info 
ameli-santegouv.com 
ameli.carte-regularisa-on.fr 
ameli.contact 
amelicartevitalee.info 
amende-idf.com 
amendes-ants.com 
amendes-majo.info 
anmeldung-mydisney.com 
ans-info-pt.com 



antai-dfigp-gouv.info 
antai.gouv-sms.info 
antai.infosmsgouv.com 
antai.lnfogouv.com 
antai.smsgouvinfo.com 
api.mylog-support.com 
app-neklix.com 
app-unwasp.org 
app-wlrex.com 
apps-posthub.info 
assistance-colis-choix.info 
assistance-colis-relais.info 
assistance-mondial-relay.info 
assistance-mondialrelay.net 
assistancerelivraison.info 
assistenza-poste.com 
assu-info.info 
assurance-cartevitale.info 
assurance-demande.info 
assurancemaladiesante.com 
assureameli-mesdroits.info 
assurmelis.info 
auth-binance.com 
auth.interface-annula-on.net 
autoroutes-rappel.com 
avantages-promo-on-sncf.com 
ayuda-cuentaflix.com 
ayudarenovarmicuenta.com 
belgium-amende-be.info 
billingweb.net 
blg-accpost.info 
blg-accposte.com 
bnp-checkout.com 
bnp-verifica-ons.com 
bnpassistance.fr 
booking-infos.com 
bpost-parceltrack-be.com 
cafe-aixenprovence.com 
caissesante-renouvellement.info 
carte-avantage-offres.com 
carte-avantage-voyage.com 
carte-navigo.com 
carte-regularisa-on.fr 
cartes-avantage-voyage.com 



cartesvitale-infos.com 
cartevital-sante.fr 
cartevitale-2025.com 
cartevitale-renouvellement-ameli.com 
centre-neklix.info 
centredetri-mondialrelay.info 
centroayudademiperfil.info 
choisissez-votre-livraison.com 
chrnp.com 
chrono-service-expres.com 
chronopost-aide.com 
chronopost-moncolis.xyz 
chronopost-monsuivicolis.com 
chronopostmoncolis.info 
chungwa-post.allcha.co.kr 
clicksfast.info 
client-newyear.info 
coiis.suivi-reglement.info 
cointebais.click 
colis-acheminement.fr 
colis-bloquer-be.com 
colis-chrono.fr 
colis-csi.com 
colis-en-aWente.info 
colis-mondial-relay-2024.info 
colis-mondial-relay-2025.info 
colis-mondial.info 
colis-mondialrelay-2024.info 
colis-mondialrelay-2025.info 
colis-mondialrelay2024.info 
colis-mondialrelay2025.info 
colis-mondialrelayfrance.info 
colis-relay.info 
colis-reprogrammer.com 
colisacheminement-fr.com 
colismondialrelay-2024.info 
colismondialrelay2024.info 
colissimo-track.com 
commande-relaymondial.info 
compte-espace-vitale.info 
compte-mondial.com 
confirmarmiperfil-es.info 
connexion-you.info 
connexions-france.info 



consignefrance.store 
consulta-on-suivi-livraison.info 
consulter-mon-suivi.com 
contacte-compte.info 
contraven-on-maj.info 
copmpstasecins.servehWp.com 
correos-paquetes.net 
correoscl-embalar.com 
courriercolis.info 
cpam-france.help 
cpam.santedemarches.org 
creneau-2024-relay.com 
creneau-2025-mondial.com 
creneau-2025-mondial.net 
creneau-mondial-2024.com 
creneau-mondial-2025.com 
creneau-mondial2024.com 
creneau-mondial2025.com 
creneau-mondialrelay-2025.com 
creneau-mondialrelay.com 
creneau-mondialrelay2025.com 
creneauapps.info 
csi-premium.com 
csivcaptcha.com 
cW-entrega-seguir.com 
cW-entregar-logis-ca.info 
cuentarenovacion.com 
customs-clearance.tracking-service.clicksfast.info 
customs-clearances.com 
cybertek-pau.eu 
delays-neklix.info 
deliveryrouteservice.com 
demand-delivery.info 
demarches-administra-ves-auth.sale 
detail-account-renew.com 
deutschepost-lieferung.de 
dgfip-gouv-amendes.com 
dichvuconginfos.com 
direc-on-amende-be.info 
disney-fr.aplanlogis-c.com 
disney-relance.fr 
disneyplus.schooldocu.com 
disneyrefunds.com 
distrib-expedi-on-relay.com 



dossier-assistance.net 
dossier-assitance.net 
dossier-de-recouvrement.info 
dossier-masante.fr 
dossier-suivi.net 
dowsasa-bleread.ca 
droitsmedicalefr.com 
droitsoinsprio.com 
dsneyaccntupdate.com 
dsny-subcribe.info 
ecarte-vitale.info 
elofizetes-beallitasa.com 
elta-post.info 
ems-track.com 
ems-tracking.com 
encomenda-cW.com 
erreur-acheminement-colis.info 
error-303-de.com 
error-relais.pro 
errore-rinnovo2025.com 
espace-assu.com 
espace-disneyplus.info 
espace-mondialrelay.fr 
espace-prm.info 
espaceclient-abonnement.info 
etablissement-public-sante.info 
expedi-on-moncolis.info 
expedi-on-retour.info 
expedi-on.services-relais.com 
expedi-oncolis.support 
expira-oncarte-vitale.info 
express-deliv-ups.com 
facturacion-micuenta.com 
flix-actualizar.com 
fr-acheminement-colis.com 
fr-envoi-relais.com 
fr-vitale-remboursement.com 
fr.nuclearblast-usa.com 
frais-de-douanier.info 
frais-relay.com 
fraismondialrelay.info 
franconnect-vitale.pro 
frissites-hu.com 
galxe-finder.com 



gerer-mon-abonnement-neklix.com 
gerer-portails-relayfr.info 
ges-on-de-controle-rou-er.info 
ges-on-de-dossier-de-recouvrement.info 
ges-on-des-infrac-ons.info 
ges-on-infrac-on.info 
ges-on-no-remunerada.com 
ges-on-paiemenkr.com 
ges-ondepaquet.com 
ges-onpaquet.com 
ges-onservicerecup.ddns.net 
gouv-cer-ficat-air.com 
gouv-formulaire.info 
gria-net.top 
gt-mingob.com 
guigui-gaga.com 
guigui-garen.com 
halkpay-bankmk.com 
help-neklix.com 
helpaccounts.top 
hermes.lieferkosten.net 
hermes.lieferung-offiziell.com 
hermes.sendungskontrolle.com 
hey.hqredirec-onblog.com 
home-stream.com 
home-tracking-package.info 
homesuscripcion.com 
horaire-livraisoncolis.com 
hrposta-info.com 
info-livraison-mondial.com 
info-mem-bership.com 
info-mondiaireiay.com 
info-mondialrelay.fr 
info-reac-var.com 
info-suivi-livraison.com 
info-suivimondial.com 
infodpost-paket.com 
infolivraison-colis.info 
inforenew.com 
informa-on-mondial.info 
informa-on-mondialrelay.info 
infos-mondialrelay.fr 
infos-regularisa-onrou-ere.com 
infoservice-mondialrelay.fr 



infprolongaccnt.com 
infrac-on-recouvrement.info 
infrac-on-services.info 
infrac-on-telepaiement.info 
infrac-ons-forfait.info 
infrac-ons-reglements.info 
infrac-ons-regularisa-on.info 
infrac-ons-regularsa-on.info 
infrac-ons-rou-ers.info 
innmind.claims 
instruc-on-reprogramma-on.info 
instruc-ons-mondial.info 
interface-annula-on.net 
intra.thormighty.com 
iogin-nekiix.com 
itrack-order.express 
japanpost-jp.info 
laposte-info-suivi.com 
laposte-reprogramma-on.info 
leagueojrader.io 
leshevriersdupaq.com 
leveringskontrol.info 
li-flix-gr.com 
lieferkosten.net 
lieferung-deutschepost.info 
live-subscrip-on.com 
liveryinf-track.com 
livraison-acheminement-colis.com 
livraison-chonopost.info 
livraison-colis-mondialrelay.com 
livraison-france-relais.com 
livraison-horairecolis.com 
livraison-laposte.info 
livraison-mondial.info 
livraison-point-relais.com 
livraison-retrait.com 
livraison-suivicolis.com 
livraison.suivre-mondialrelay-enligne.com 
livraisonfr-suivi.com 
livraisonmondial-relay.com 
livraisonmondialrelais.com 
livraisonrelay.com 
livraisons-colis-mondialrelay.com 
livraisons-mondial.com 



livraisons-point-relais.com 
livraisons-point-relais.info 
lnfrac-on-retard-majora-on.info 
locker-livraison-relais.com 
locker-mondial-relay.info 
locker-relais-mondial.com 
lockers-mondialrelay.com 
lockers-mondialrelay.info 
logaccntrnwnkx.com 
login-account-details.com 
login-account-renew.com 
login-clientele.info 
login-mypaypal.com 
login-personnel.info 
loginfo-user.com 
logis-csroutehelping.com 
logtrackpostnv.info 
losdeliver.info 
ma-vitale.info 
maj-espacesante.de 
malivraison-suivi-relais.com 
malivraisonrelay.com 
manageyoursuivi.info 
masscryp.com 
matr1x-io.com 
md-relivery.info 
megujitas-flix-hu.com 
mein-abonnenten-bereich.com 
mein-elbaraiffeisen.com 
meintransportde.com 
member-monthly.com 
mes-livraison-dhl.info 
mes-perso.info 
mes-retards-livraisons.info 
mesdroits-actualisa-onsante.com 
messoinsdigital.com 
meWre-a-jour-factura-on.info 
mi-cuen-tanek.com 
mi-cuentaflix.net 
mi-flix-cuenta.com 
minvsk.info 
miperfil-cuenta.com 
miperfil-usuario.com 
mirenovar-cuenta.com 



mkposta-dostava.com 
mkposta-info.com 
mkposta-paket.com 
mkposta-track.com 
mndial2025relayloc.info 
mndialrlaycolis2025.info 
modifica-on-mondialrelay.info 
modifica-on-programma-on.info 
mon-colis-mondial.info 
mon-colis-mondialrelay.fr 
mon-colis-mondialrelay.info 
mon-colis-relay.info 
mon-colissimo-suivi.info 
mon-dossier-renouvellement-sante.info 
mon-envoi-programma-on.info 
mon-espace-ameli-renouvellement.com 
mon-espace-book-ing.help 
mon-espace-cli.info 
mon-espace-mondialrelay.com 
mon-espace-securite-sociale.com 
mon-info-vital.info 
mon-mondial-relay-livraison.info 
mon-reglement-antai.com 
mon-service-livraison-mondialrelay.fr 
mon-suivi-colis-bpost.com 
mon-suivi-colis-bpost.info 
monassur-maladie.com 
moncolis-consignerelay.info 
moncolis-info.fr 
moncolis-logis-que.com 
moncolis-mondial-relay.info 
moncolis-mondialrelay.fr 
moncompte-panel.info 
moncompte-santepublic.info 
mondiai-reiay.com 
mondiaireiaysuivi.com 
mondial-2025-creneau.com 
mondial-2025-relivraison.com 
mondial-2025-relivrer.com 
mondial-creneau-2025.com 
mondial-creneau-2025.net 
mondial-creneau2024.net 
mondial-creneau2025.com 
mondial-instruc-on.info 



mondial-instruc-ons.info 
mondial-livraison-relay.info 
mondial-livraison.info 
mondial-malivraison.info 
mondial-reiaybe.help 
mondial-relay-2024.com 
mondial-relay-faq.com 
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