Packets everywhere!

Written by Cedric Pernet / Senior Threat Researcher.

Contrary to what this title may suggest, this quick post will not be about network packets, so
tcpdump or Wireshark freaks will probably not be so interested ;-)

Instead, it will be about phishing impersonating a packet delivery company.

| had a bit of free time this weekend and thought | would use it to share some quick threat
hunting on a particular phishing case. This publication also provides a few ways to actively
monitor this threat and discover new fraudulent activity.

Finally, digging more, | could find a full phishing kit and connect it to a cybercrime threat actor
dubbed “Traffyque” who maintains and sells phishing kits to cybercriminals in a phishing-as-a-

service business model.

Thanks to my friend Jaromir Horejsi for his kind assistance, and to StalkPhish for the talks late at
night and the awesome work they do daily to fight phishing ;-)

It started as usual

It all started with a SMS | received on my smartphone:


https://stalkphish.com/

na PA087%

¢ @ osnxuorsr L of

Signaler ce spam potentiel ? X
Les rapports aident a bloquer les

messages indésirables provenant de ce
numéro

Non, le numéro est fiable  Oui, signaler

Eshange de SMS/MMS aveo 06 12 36 OF &7

SMS as received on my mobile phone
It comes from a mobile phone number (06.12.36.07.57). The SMS is written in French.

Roughly translated, the text means “Hello, this is the delivery man your packet did not fit the
mailbox thanks for choosing a pickup point on : https://mondialrelay-facturation.com”

Of course, it is a scam impersonating “Mondial Relay”, one of the biggest French delivery
companies.

I am not going to investigate further on the phone number. My operator already hints that the
content might be spam, and the phone number is probably spoofed.

So, the most interesting thing to do here is probably to start investigating the URL provided by
the fraudsters.



A fraudulent domain

When the website at mondialrelay-facturation.com is being accessed, it first shows a captcha:

Mondial
Retqy

Veuillez résoudre ce simple calcul mathématique pour
confirmer que vous étes un humain et non un robot.

5+5=

Tapez le résultat @

Cette page est protégée par reCAPTCHA pour
assurer la sécurité et prévenir les abus.

The captcha asks the user for a simple calculation, then the main content appears:



Modification de livraison

Je choisis mon type Je confirme mes J'attends ma
de livraison informations livraison

| @ Votre premiére livraison a échoué, veuillez reprogrammer votre livraison.

VOTRE COLIS: En attente de
reprogrammation.

Mon colis
Pays de destination
France } \‘
( Poids & Dimensions .
N° de colis: FR4KL651ZP]
Destination: France

Mon mode de livraison *

i f AN

Locker / Point Relais® Domicile
3 jours ouvrés 2 jours ouvrés
193€ 2,20€

Mes informations de livraison

Veuillez vérifier attentivement vos informations avant de valider, afin d'éviter toute erreur de
livraison.

Jour de livraison:

Samedi (11/01/2025) Dimanche (12/01/2025) Lundi (13/01/2025)



Créneau horaire:

8:00 - 12:00 12:00 - 16:00 16:00 - 19:00

Type de livraison

En main propre Boite aux lettres (Indisponible)

Nom et Prénom

Adresse

-

Code Postal

Adresse Email

Ville

Date de Naissance

Numeéro de Téléphone

Je confirme par la présente que les informations fournies ci-dessus sont exactes, complétes, et me
concernent personnellement.

Once the user has filled this form, he/she is being shown another page that requests a small
payment by credit card:



Modification de livraison

Je choisis mon type Je confirme mes J'attends ma
de livraison informations livraison

MES INFORMATIONS

Total de vos envois HT 193 €
- TARe%eH e
H . Jai lu et j'accepte les Conditions
Moyen de palement’ Générales de Vente

Veuillez vérifier correctement vos détails de paiement et assurez-vous que les informations de
votre carte correspondent pour terminer.

f Titulaire de la carte

{ Numéro de carte ‘

Date d'expiration J { CcvC ‘

Je confirme par la présente que les informations fournies ci-dessus sont exactes, complétes, et me
concernent personnellement.

The content is mostly copied from the legitimate website at mondialrelay.fr, and does not
contain spelling or grammar mistakes. Yet the lower part of the page is a copy of the legitimate
content yet without any link, which might raise suspicion for the user:

Pour nous suivre Nos solutions de paiement

@ 0 0 ® ° ° o 0 () Paiement sécurisé

Particulier Professionnel Liens utiles Mondial Relay
Envoyer mon colis pas cher Nos offres CGV. Contactez-nous

Suivre mon colis Nos tarifs pro Mentions Legales Qui sommes-nous ?
Envoi colis entre particuliers Nos partenaires Charte des données personnelles Nos engagements RSE
Comment utiliser nos Lockers ? Installer un Locker Gestion des cookies Nous rejoindre
Assurer mon colis Devenir Transporteur Conditions des offres

Découvrir nos tarifs Devenir Point Relais Conformité / Compliance

eBay by Mondial Relay Découvrez notre Blog Business

Application Mobile Mondial Relay CGV Professionnels

Nos engagements et certifications
Mondial Relay adhére a la Le site mondialrelay.fr est classé
Fédération du e-commerce et de REEN W @ en vert par The Green Web
(@ad)| 1a vente a distance (FEVAD) | Foundation (association loi190)

lower part of the phishing page — plain text, no links.

So, the scam scheme is pretty easy to understand: cybercriminals massively send SMS to mobile
phones in France, leading to the phishing content, and then collecting credit card (CC)
information which they can monetize later. There are many ways to monetize CC information
but it is not my topic for today.



Quick domain analysis

The fraudulent domain has been created on the 6% of January 2025. This is usual, as
cybercriminals generally register domains short before starting their attack campaign. The
Whois information shows that the domain has been registered using a registrar named
“OwnRegistrar” and has enabled anonymous Whois data.

The name servers used by the domain are the following:
nsl.cronustime.org

ns2.aphroditelove.eu

ns3.areswarrior.com

We’ll come to that later.

Now let’s take a look at the hosting of the fraudulent content.

:s ANSWER SECTION:

mondialrelay-facturation.com. 60 IN 62.60.226.12

As can be seen, the domain is hosted on 62.60.226.12, which belongs to a company named
FEMO IT:

organisation: ORG-FISL8-RIPE

org-name: FEMO IT SOLUTIONS LIMITED
org-type: OTHER

address: 71-75 Shelton Street, Covent Garden, London, WC2H 9]Q
address: UNITED KINGDOM

abuse-c: FISL8-RIPE

mnt-ref: CHSCLOUD-MNT

mnt-ref: FEMOITSOLUTIONS-mnt
mnt-by: FEMOITSOLUTIONS-mnt
created: 2024-10-02T19:39:37Z
last-modified: 2024-10-07T21:54:13Z
source: RIPE # Filtered

role: FEMO IT SOLUTIONS LIMITED

address: 71-75 Shelton Street, Covent Garden, London, United Kingdom, WC2H 9JQ
abuse-mailbox: abuse@as214351.com

nic-hdl: FISL8-RIPE

mnt-by: FEMOITSOLUTIONS-mnt

created: 2024-08-15T16:15:37Z

last-modified: 2024-10-07T21:53:50Z

source: RIPE # Filtered

% Information related to '62.60.226.0/24AS214351"

route: 62.60.226.0/24

descr: FEMO IT SOLUTIONS LIMITED
origin: AS214351

mnt-by: CHSCLOUD-MNT

mnt-by: FEMOITSOLUTIONS-mnt
created: 2024-10-04T01:40:54Z
last-modified: 2024-12-01T21:41:03Z
source: RIPE




We also see that the route to that /24 IP range is not very old, it has been created on
2024/10/04.

Using passive DNS data, we also see that the domain has led to 2 other IP addresses:

mondialrelay-facturation.com 142.93.43.165 A 2025-01-09 21:08:00 +0000
mondialrelay-facturation.com 45.202.35.53 A 2025-01-06 21:46:59 +0000

mondialrelay-facturation.com 62.60.226.12 A 2025-01-11 07:16:48 +0000

142.93.43.165 belongs to Digital Ocean in the US.

More interesting, 45.202.35.53, the IP address used on the day the domain was created belongs
to:

inetnum: 45.202.35.0 - 45.202.35.255
netname: Dolphin_1337_Limited

descr: Dolphin 1337 Limited
country: PT

admin-c: CIS1-AFRINIC

tech-c: CIS1-AFRINIC

status: ASSIGNED PA

remarks: Geofeed https://dolphinhost.net/geofeed.csv
remarks: Abuse: abuse@dolphinhost.net
mnt-by: CIL1-MNT

mnt-by: LARUS-SERVICE-MNT

source: AFRINIC # Filtered

parent: 45.192.0.0 - 45.207.255.255

person: Cloud Innovation Support
address: Ebene

address: MU

address: Mahe

address: Seychelles

phone: tel:+248-4-610-795
nic-hdl: CIS1-AFRINIC
abuse-mailbox: abuse@cloudinnovation.org
mnt-by: CIL1-MNT

source: AFRINIC # Filtered

% Information related to '45.202.35.0/24AS215208'

route: 45.202.35.0/24
descr: Dolphin 1337 Limited
origin: AS215208

mnt-by: LARUS-SERVICE-MNT
source: AFRINIC # Filtered

We see that a company called “Dolphin 1337 Limited” uses a /24 IP range belonging to “Cloud
innovation Support”.

That name is probably known to experienced threat hunters. Actually, Cloud Innovation Support
is a company registered in the Seychelles by a Chinese individual named Lu Heng. That
individual owns millions of IPv4 addresses from AFRINIC. | will not write more about it, suffice to
say that Lu Heng and AFRINIC are not into the best relationship.


https://afrinic.net/20220827-communique

As for my own experience, it is extremely common to see cybercrime using Cloud Innovation
Support IP addresses ranges.

Passive DNS pivoting

Using passive DNS data, let’s have a closer look at those IP addresses.

The one belonging to “Dolphin 1337 Limited” is associated with 77 different domains, all of
them being fraudulent.

ecarte-vitale.info
espace-mondialrelay.fr
info-livraison-mondial.com
info-mondiaireiay.com
info-mondialrelay.fr
infos-mondialrelay.fr
innmind.claims
leagueoftrader.io
liveryinf-track.com
livraison-colis-mondialrelay.com
livraison-horairecolis.com
livraisons-mondial.com
lockers-mondialrelay.com
md-relivery.info
mein-abonnenten-bereich.com
mein-elbaraiffeisen.com

A few examples of fraudulent domains leading to Dolphin 1337 Limited.

The IP address from Digital Ocean has been associated with 22 domains, which we also saw
associated to the IP address from Dolphin 1337 Ltd.

Yet the IP address from FEMO IT revealed close to 900 domains, all fraudulent, since the
opening of the /24 route in October 2024.

NS pivoting
Another common pivot when investigating such case consists of examining the NS servers used
by the fraudulent domains.

Remember, our initial fraudulent phishing case showed the following:

nsl.cronustime.org
ns2.aphroditelove.eu
ns3.areswarrior.com

Looking at other domains using those NS servers, we can quickly list more fraudulent websites.
We only found 2 fraudulent domains using “areswarrior.com”, yet “aphroditelove.eu” is

associated to 150 domains, while cronustime.org is associated to close to 2000 domains. A
quick look at those domains tends to make us believe they are all fraudulent, but let’s take it



with a grain of salt: a real reputation analysis for all the domains should be done to really know
if it is 100% fraudulent activity or if there are still a few legitimate domains in that pool.

Different phishing cases

| decided to work on the domains found via passive DNS data, and not from the NS.

Based on the domain names, which most often contain explicit terms such as “netflx”,

”n i

“mondialrelay”, “shipping”, etc., | decided to make a few statistics:

Category Number of domains
Parcel and Delivery Tracking Services 153

Netflix and Subscription Management 123

Government and Administrative Services 102

Account Management and Renewal (Non-Netflix) | 101

Insurance and Health Services 92

E-commerce and Billing 75

Parcel Re-routing and Pickup services 68

Miscellaneous Other Scams 168

We end up with about 900 different domains, all leading to phishing content.

A closer look at the content itself

| looked at a few different pages for different categories:

Mondial
Relay

Veuillez résoudre ce simple calcul mathématique pour
confirmer que vous étes un humain et non un robot.

5+56=

Tapez le résultat a

Cette page est protégée par reCAPTCHA pour
assurer la sécurité et prévenir les abus.



payout-flix.com/how/calcul.php

NETFLIX

Please solve this simple math calculation to confirm that
you are human and not a robot.

6+7=
Please type the result a

This page is protected by reCAPTCHA to ensure
security and prevent abuse.

/&>y UAssurance .
X} Matadie - |ameli;

...........................

Veuillez résoudre ce simple calcul mathématique pour
confirmer que vous étes un humain et non un robot.

8+4=

Tapez le résultat

Cette page est protégée par reCAPTCHA pour
assurer la sécurité et prévenir les abus.

As can be seen, the captcha page is very similar, visually speaking. Both French versions, while
the logo and templates changes to suit the abused services, show the exact same text.
A closer look at the code reveals more similarities:



ZRBxYgCTdEscJfPSuQpwHekn ——>
2003-05-18 06 5 >

http-equiv="content-type" content="text/html; charset=UTF-8 src="E%CC%82tes—vous%s20un%20humain%20__fichiers/jquery.min.js
iTWuPYh1lcoN gERq)’I f
1991-09-03 19:22

type="text/javascript function (encodedContent) {
const binaryString = (encodedContent) ;
col bytes = new (binaryString. length
for (let i = @; i < binaryString.length; i++) {

bytes[il = binaryString. (1);

const decoder = new TextDecoder('utf-8');
return decoder. (bytes);

. ("DOMContentLoaded", function() {
sar encodedContent CjwhLS@gRn1XTXZFQmRXa3J@YXB4Q3NSQUhVWVVWZVhtWkt0ICAtPgo8IWRVY3R5cGUgaHRtbDAKPCEtLSAYMDAZLTAZLTIZIDA®OjA40]j IxICOtPgo8aHRtbCBSYWSnPSI 1biI+Cjxo.
Gx1PsOKdGVzLXZvdXMgdw4gaHVtYWluID88L3RpdGx 1PgogICAgPG11dGEgY2hhcnN1dD@idXRmLTgiPgogICAgPG1 ldGEgbmFtZT@idm11d3BvcnQiIGNvbnR1bnQ9IndpZHRoPWR1dm1jZS13aWR0aCwgaWspdGl
bGFibGU9bm8iPgogICAgPCEtLSAXOTK3LTA4LTI3IDEY0jEZ0jIyICOtPgogICAgPCEtLSAXOTCALTEYLTEWIDE30jA40jM41COtPgogICAgPCELLSBNVWIRVGAMcG12ZUhQQSAtLTAKICAgIDXxsaW5 rIGhyZwY9Im
seT1ZZXNOZXI5ZWFyIiByZww9InNoeWx1c2h1ZXQiPgo8L2h1YWQ+Cgo8c2NyaXBOIHNYYz0@iaHROCHM6LY9jb2R1LmpxdWVyeS5jb20vanF1ZXI5LTMuNi40Lm1pbi5qcyI+PC9zY3]pcHQ+Cgo8c3R5bGU+CiAgI(
AgICAgICAgLYyogVW10ck12SkhrQ2YgKi8KICAgICAGICBmb250LWZhbWlseTogc31zdGVtLXVpOwogICAQICAGIC8qIEXHAF LEUBNQICovCiAgICAgICAgLYogMjAxMy@wNSOwOCAXMTowMDo1MyAqLwogICAgTQoK:
1AgICBib2R5ewogICAgICAQIGIhY2tncm91bmQ6ICN1ZWYyYZ]jg7CiAgICAgICAgZGlzcGxheTogZmx 1eDsKICAgQICAgICAVKiBhZmpTa211TUXKQXBsWF 1xS@JFdyAqLwogICAgICAgIGFsaWdulLWl0Zw1z0iBjZwW54
LwogICAgICAgIGPp1c3RpZnktY29udGVudDogY2VudGVyOwogICAgICAgIGhlaWdodDogY2FsYygxMDB2aCAtIDIWMHBAKT SKICAGICAGICAVKiB6dHZWbO1HZFRy TCAqLWogICAgfQoKICAGIC8qIHp5alZRICoVC il
gICB3aWRAaDog0ODA10wogICAgICAGIG1hcmdpb]jogYXVebzsKICAGICAGICBOZXhOLWFsaWdu0iBj ZW50ZXI7CiAgICAGICAgLYogRkdNWW13ZkhyRWh6a2NMa LhXQSAqLWogICAgICAGIC8qIG5WQOpXdnN3a3FIb]
AgICAgbWFyZ2luLWJvdHRvbTogNDBweDsKICAgICAgICBmb250LXd lawdodDogNDAwOwogICAgICAgIC8qIG1luTUtmdm leHVTcWp3WE9OVGNRaVIWQUkgKi8KICAgICAgICBmb250LXNpemU6IDE1cHg7CiAgICAg
jSKICAgIHOKCiAgICAjWmZvROFteXBqSyB7CiAgICAgICAgd21kdGg6IDQ5MHB40wogICAgICAgIG1hcmdpbil@b3A6ICOXMDBweDsKICAgICAgICAVKiBPZHB1bnhiSVpmenRrTXcgKi8KICAgICAgICAVKiBMbEd!
YWxpZ24taXR1bXM6IGNlbnR1cjsKICAgICAgICAVKiBrR2hxRnZ6bkhSd1p@Sk1kU1VwTGdmWVZDc1hjICovCiAgICAgICAgZmxleClkaXJ1Y3Rpb246IGNVbHVtbjsKICAGICAgQICAVKiBid@Vkc1R6akNCcHVLAH
rd29UIHsKICAgICAgICBtYXInaW4tdGOw0iAzMHB40wogICAgICAgIC8qIG5rbldiVUNNSFEgKi8KICAgICAgICBwWh3NpdGlvbjogcmVsYXRpdmU7CiAgICAgICAGZGlzcGxheTogZmx leDsKICAgICAgICAVKiBIal
dqW1VwbEZhSSB7CiAgICAgICAGCGIzaXRpb246IGFic29sdXR10wogICAgICAgIHRvcDogL TMwcHg7CiAgICAgICAGLY0gR2FKAUXQVHhVa2ZieUNIRXIGCFpj UWRpcyAqLwogICAG fQoKICAGIC5BeWFZCmRtRGZp
HB40wogICAgICAGIGZvbnQtc216ZTogMTVweDsKICAgICAGICB3aWR@aDogMzIwcHg7CiAgICAgICAgaGVpZ2h00iA2MHB40WogICAGICAGIGIveClzaXppbmc6IGIvemRlcilib3g7CiAgICAGICAGLY0gbk HSKR
eUV6ICovCiAgICAgICAgh3VObGluZTogbmOuZTsKICAGICAGICBib3IkZXItcmFkaXVz0iA@cHggMCAWIDRweDsKICAGICAGICB2ZXI@aWNhbC1hbGlnbjogbWlkZGx10wogICAGICAGIHRYYW5zaXRph246IGFshCA
saWQgI2J1YmViZTsKICAgICAgICBOcmFuc210aW9u0iAwL j wogICAgICAgIC8qIFd2dGVySGZwb2FNbnpRQOQgKi8KICAgIHOKCiAgICAVKiBYdFV2REIKZ1hIZXdXSyAqLwogICAgLyogQUpOUGLhICovCiAgT
JadmJGYUF5bCAqLwWOKICAgIC5BeWFZcmRtRGZpLmVycm9yfi5HbVBSaFZDTFVyIHsKICAQICAGICBiYWNrZ3JvdW5k0iAjY 0TFhOwogICAgICAgIC8qIHIIcVFYbmZKZU1PU21ZbVVsV2RLY3ZrRnhHICovCiAg
G1EZmkuc3VjY2Vzc34uR21QUmhWQOxVciB7CiAgICAgICAgYmFja2dyb3VuZDogIzgw0GIXZTsKICAQICAgICAVKiBqcnBDa3FNQkdGc@5UUFp3ICovCiAgICAgICAgLYogYnBTaGt3ZUNkdUFaSnZEVGd]j ckVITF]
ICAgLyogWWVwUnpxeFFoVkV5YmsgKi8KICAgIC8qIEInWUlhTk9ibXRGICovCiAgICAVKiBrV2IRRGdweVBBb3FPZndZVm5kdXZoVGEgKi8KCiAgICAuQXthwWXJkbURmaS5kaXNhYmx1ZCB7CiAgICAgICAgYmFja2g
hwXJkbURmaS5kaXNhYmx1ZH4uR21QUmhWQ@xVciB7CiAgICAgICAGYmFja2dyb3VuzDogI2UyZTI IMj sKICAGICAGICBjb2xvcjogIzd jN2M3YzsKICAGICAGICB] dXJzb3I6IG5vdC1hbGxvd2VkOwogICAGICAQI]
AgICAuR21QUMhWQOxVciB7CiAgICAgICAgcGFkZGluZzogMjFweCAwOwogICAgICAgIHdpZHRo0iAINHB40wogICAgICAgIGhlaWdodD jBwel I > aWNhbC1hbGlnbjogbW1kZGx10wogICAg
m9udC1zaXp10iAxMnB40wogICAgICAgIGZvbnQtd2VpZ2h@0iBib2x 0gICAgICAgIGIhY2tncm91bmQ6ICMwZDY3YWI7CiAgICAQT g C iBRWlpTElITZI\NVH(JL]KiuhIfA(}ICA(]ICBJdXJ b3I6IHB!
IGN\rbC(JyOlBaaGIOZTsKICAgICAQILBSdWSlehl MdodDOQMTshICAgICAQI(BDZYNOLXRyYWSeZm@beongBwaJJYXNlOwoqILAqICAqIGJvclecll/YWdeX{TBIDAQNHBHDR\/eCA\/OwogICAqICAgIGlh(m

|- B

Code from an AMELI French health serwce captcha page

— 01SIhoZHaRpeBcGNAbXj frQFPqyu —>
— 2010-03-03 07:2 7 ——>

http-equiv="content-type" content="text/html; charset=UTF-8 src="E%CC%82tes-vous%20un%20humain%20__fichiers/jquery.min.js
<!—— hPXsSRTYwVLnbIQdaFmikecgqZE
<!—— 1999-02-23 16:07:47 —>

type="text/javascript function (encodedContent) {
const binaryString (encodedContent) ;
const bytes = new (binaryString.length);
for (let i = 0; i < binaryString.lengt ) {

bytes[il = binaryString. i ll

const decoder = new TextDecoder('utf-8');

return decoder. (N
}

. ("DOMContentLoaded", function() {
var encodedContent CjwhLS@gUURrc1hxUk15WUN6aU1QVGIFROXIICOtPiA8ISOtIDIWMjAtMDktMDggMDEGNTUEGNTIgLSO+CjwhZG9jdHwZSBodG1sPgo8ISOtIDIWMTEtMTAMjQgMjA6M
GFuZz01i7W41iPgo8aGVhZD4KICAgIDwhLS@ge1ZESEpUak1DS25jRUcgLSO+CiAgICA8dGLObGU+w4p@ZXMtdm91lcyBlbiBodWlhaW4gPzwvdG1l@bGU+CiAgICABbWVOYSBjaGFyc2VOPSI1dGYt0CI+(
aWN1LXdpZHRoLCBpbm1@aWFsLXNj YWx IPTEsIG1heGltdW@tc2NhbGUIMSwgdXN1cilzY2FsYWIsZT1ubyI+CiAgICA8ISOtIDIWMTktMDEtM]jUgMjEEGMDI6MDYgLS@O+CiAgICABISOtIDIWMTYtMDG
VSktITFIgLS@+CiAgICA8bGluayBocmVmPSJodHRwczovL2ZvbnRzLmdvb2dsZWFwaXMuY29tL2Nzcz9mYW1pbHkOWWVzdGVyeWVhciIgemVsPSIzdH1sZXNoZWVOI j 4KPC9oZWFkPgoKPHN j cmlwdCH
4uanMiPjwvc2NyaXBOPgoKPHNOeWx 1PgogICAgKnsKICAgICAgICBib3gtc216aW5n0iBib3JkZXItYm940wogICAgICAgIC8qIEVNQkpld@dLVVZDUINST3QgKi8KICAgICAgICBmb250LWZhbWlse’
Tk40COW0S@x0CAWMDoyMDo@0CAqLwWogICAgTQoKICAGIC8qIERIUE5qQ2h@Unhd2NIcXpGQVdnViAgLwogICAgLyogc lhwbWFPaINQUVdFeEXEROtpb1RsdENaZkFoICovCgogICAgYmOkeXsKICAg
ZXg7CiAgICAgICAgLYyogW1lIsc@hUICovCiAgICAgICAgYWxpZ24taXR1bXM6IGN1bnR1cjsKICAgICAgICAVKiBURGXCZEZUb@1PUFVRCEtOWNEgKi8KICAgICAgICBqdXNOaWZ5LWNvbnR1bnQ6IGN
gICAgICAgLyogUnpUdH1vVkILTm1BYnVQSkRrRmdFd2hyU3hXICovCiAgICB9CgogICAgLyogc2]vTFV3cktraHpPREd1VFhnICovCiAgICAVKiB4UmIuTm1QWHFNcmxCICovCgogICAgbWFpbiBwIH:
AgICAgICBOZXhOLWFsaWdu0iBjZwW50ZX17CiAgICAgICAgLYyogTmFLQ2ZGb@9iQW1JalRrQldteVFOd2NoRXVSdiAqLwogICAgICAGIC8qIEISc2xITkZQa3pmV3RKICovCiAgICAgICAGZGlzcGxhe
CBmb250LXd laWwdodDogNDAwOwogICAgICAgIC8qIHRYUNBDREZZICovCiAgICAgICAgZm9udClzaXp L0iAXNXB40wogICAgICAgIGZvbnQtZmFtaWx50iBzeXNOZWOtdwks IHNhbnMtc2VyaWY7CiAg
ICAgICAQICBtYXJInaW4tdGOwOiAtMTAwcHg7CiAgICAgICAgLYyogZnJoQINSZEVWWL1LUWNUVXV4VndKaWd@ICovCiAgICAgICAgLyogT1hjQ@a1sQUt6UEhWV3IRqUWVTTESNR3JoWnB1SiAqLwogICAg
1cj sKICAgICAgICAVKiB5alpkcGInSVFuSmtPR2VTcXZGTXVzdHIUWG LLTCAqLwogICAgICAQIGZSZXgtZGlyZWNoaw9u0iBjb2x1bW47CiAgICAgICAgLYyogV29zbEInVUdtZXVaICovCiAgICBICy(
AgICAgICAgLYyogZW1luc1Jid@pQTEhPS2N1cUZvdEloWkVhViAqLwogICAgICAgIHBvCc210aW9u0iByZWxhdG12ZTsKICAgICAgICBkaXNwbGF50iBmbGV40wogICAgICAgIC8qIEhVU3BPVONVREXhd
CAgICBwb3NpdGlvbjogYWIzb2x1dGU7CiAgICAgICAgdGOw0iAtMzBweDsKICAgICAgICAVKiBybXFhVnRUU1VQanhLV@xSb21rd0RBICovCiAgICBICgogICAgL1ldjel10Q2RLcmYgewogICAgICAg
aXp10iAxNXB40wogICAgICAgIHdpZHR00iAzM]jBweDsKICAgICAgICBoZWlnaHQ6IDYwcHg7CiAgICAgQICAgYmI4LXNpemluZzogYm9yZGVyLWIveDsKICAQICAgICAVKiBxS1ByT1ogKi8KICAgICA(
9I1G91dGxpbmU6IG5vbmU7CiAgICAgICAgYMIyZGVyLXIhZG1l1czogNHB4IDAGMCAACHg7CiAgICAgICAgdmVydGl]j YWwtYWxpZ2461G1pZGRsZTsKICAgICAgICBAcmFuc210aW9u0iBhbGwgMTUwbXN
AgICAgICAgdHIhbnNpdGlvbjogMC4yczsKICAgICAgICAVKiBBdk1l1lenhoT1lyc@1KbFIndG1ljT2RgbmdrWwmZUICovCiAgICB9CgogICAgLyogVGFmdml0eklkaFEgKi8KICAGIC8qIFBIYVIKRnFBc(
WZtenVkb3RwSEdZQVhEd1ogKi8KCiAgICAuV2N6WXRDZEtyZi51cnIven4uUINaS3p5Q0VGayB7CiAgICAgICAgYmFja2dyb3VuZDogI2I5MWQxZDsKICAgICAgICAvKiBuanBhd2tWRU9pS2h5b1RD
Q2RLcmYuc3VjY2Vzc34uUNaS3p5Q0VGayB7CiAgICAgICAgYmFja2dyb3VuzZDogIzgwOGIXZTsKICAgICAgICAVKiBhcUxJS@5GRGAzQnR5RA9rSmN TRV 1Ib2xiICovCiAgICAgICAgLYOgTWX
gICB9CgogICAgLyogRmh2ZWt3UG1jbVhmS@1BcORDRVR6TUpPSGcgKi8KICAGIC8qIGIMWKIOICovCiAgICAVKiB lbmxwaVpMSF1PeUdnc@YgKi8KCiAgICAuV2N6WXRDZEtyZi5kaXNhYmx1ZCB7CiA
AuV2N6WXRDZEtyZi5kaXNhYmx1ZH4uUINaS3p5Q0VGayB7CiAgICAgICAgYmFja2dyb3VuZDogI2UyZT] Mj sKICAGI ICBjb2xvcjogIzdjN2M3YzsKICAgICAgICBjdXJzb3I6IG5vdC1hbGxvd]
CAqLwogICAgfQoKICAgGIC5SUlpLen1DRUZrIHsKICAgICAgICBwYWRkaW5n0iAyMXB4IDA7CiAgICAgICAgd21kdGg6IDUAcHg7CiAgICAgICAgaGVpZ2h00iA2MHB40wogICAgICAQIHZ 1cnRpY2Fs
eDsKICAgICAgICBmb250LXNpemU6IDEYcHg7CiAgICAgICAgZm9udC13ZWinaHQ6IGIvbGQ7CiAgICAgICAgYmFja2dyb3VuZDogIzk2MTURYTsKICAgICAgICAVKiBXdOFWZOZIY thueGxPY@J6Vm9(
gYm9yZGVy0iBub2510wogICAgICAgIGNVvbGOy0iB3aGle@ZTsKICAgICAgICBsaW5 LLWhlaWdodDogMTsKICAgICAgICBOZXhOLXRYYW5zZm9ybTogdXBwZXJ j YXN10wogICAgICAgIGIvecmRlcily YWH

Code from a MONDIAL RELAY French packet delivery service captcha page

As can be seen, the pages use random values for different fields, and use base64-encoded
content to hide the captcha part that leads to the phishing page.

Both pages are probably generated with the same tool or service.



From a technical point of view, when the user accesses those pages, he is being redirected to
the captcha page.

The page is stored in a subfolder and is often called calcul.php.

Example: mondial-relay-ly.info/pac/calcul.php

| tested 913 websites, looking for the storage of that captcha script. Unfortunately, as can be
expected, those websites have a very short “online time”. Websites often stay online only a few
hours before being reported and shut down/deactivated. Therefore, the automated crawler |

built for that task only provided results for a bit more than 60 active websites.

| ended up with a few interesting paths anyway:

Path Number of websites using it

/pac/calcul.php 48

/how/calcul.php

/pages/billing.php

/amendes/infospagee.php

/ask/calcul.php

NN W PN

/captcha/captcha.php

More investigation needed

More investigations should be done on the hosting.

“Dolphin 1337 Limited” needs further investigation, especially knowing it is currently being
dissolved:



DOLPHIN 1337 LIMITED

Company number 15589896

Follow this company

Overview Filing history People More

Registered office address

PO Box 4385, 15589896 - COMPANIES HOUSE DEFAULT
ADDRESS, Cardiff, CF14 8LH

Company status Dissolved on
Dissolved 14 January 2025
Company type Incorporated on
Private limited Company 24 March 2024

Nature of business (SIC)

63120 - Web portals

FEMO IT could be investigated further, to determine if it is a bulletproof hosting company for
example. More than 900 fraudulent domains leading to one of their IP addresses is surely a
motivation to investigate more. Once again, this is not my topic for today, but maybe Ill
investigate more later and update this publication ;-)

Threat Tracking

This investigation provides clues on how to track that particular activity, no matter if it is a
phishing-as-a-service operation with multiple affiliates or one threat actor.

For starters, passive DNS information collected every day on the IP addresses we found will
probably allow the discovery of new fraudulent domains, yet it is not a 100% method as passive
DNS data is always incomplete.

In our case, NS data seem pretty interesting too. By monitoring all new entries for the NS
servers we found, we can enrich our knowledge on this threat and find new domains to block
almost in real time.



Here’s a small extract for 2025/01/12:

Details for cronustime.org - Jan 12, 2025

Domain Action Current Server Former Server
aide-colischrono.info Deleted cronustime.org

ameiiassure.com New cronustime.org

assinatura-renovacao.com New cronustime.org

assurances-dossier.fr New cronustime.org

carte-navigo.com New cronustime.org

colis-mondial-relay-2025.info Deleted cronustime.org

cuenta-myflix.com New cronustime.org

dgt-es.help New cronustime.org

info-mem-bership.com Transferred unknowr vers.com  cr org
kundenbereich-streaming.com New cronustime.org
livraison-colis-renouvellement.com New cronustime.org

livraisons-point-relais.com New cronustime.org

livraisons-point-relais.info Deleted cronustime.org
login-authentification-securised.com Transferred cronustime.org ultahost.com
mon-expedition-colis.com Transferred dnsowl.com cronustime.org
mondial-relay-mo.info New cronustime.org

mondial-relay-order.com New cronustime.org

mondial-relivraison-2025.com Deleted cronustime.org

mondial-relivraison-2025.net Deleted cronustime.org

mondialrelay-be-livraison.info New cronustime.org

New domains discovered on 2025/01/12 by monitoring NS server at cronustime.org

This is good because it looks like 100% fraudulent, without false positives, which is always good
for building blocking lists of course.

Now remember those paths for the captcha scripts we found? How about hunting for those?
Using the excellent service at urlscan.io (thank you guys!), we are able to list websites

containing those paths. All it would need would be to hunt for all the paths and filenames we
discovered earlier, as shown here:



Searchresults
& UurL Age
acceso-ami-factura.info/how/calcul.php 41 minutes
portailcolis.com/pac/calcul.php 18 hours
reanudarsuscriaccnt.info/how/calcul.php 18 hours
reanudarsuscriaccnt.info/how/calcul.php 22 hours
(m) ewacces.com/check/calcul.php 1day
ayout-flix.com/how/calcul.php 1day
livraisons-colis-mondialrelay.com/pac/calcul.php 2days
myflix-update.com/how/calcul.php 2days
nondial-relay-2025.info/pac/calcul.php 2days
livraisons-point-relais.com/pac/calcul.phy 2days
2days
2days

2days

1etflx-renovacion.com/how/calcul.php 2 days
livraisons-point-relais.info/pac/calcul.php 2days

oint-distributions.com/pac/calcul.phr 2days

ix.com/how/calcul.php 2days

Hunting for “calcul.php” on Internet.

The business model behind this threat

Hunting more, | was able to find an actual full phishing kit for this threat. While this is probably
the most interesting part in this research, | will not disclose how | did that, as it could potentially
help cybercriminals to increase their knowledge on hunting methods.

Anyway, here is the tree for the full phishing kit:

/
/
.htaccess
/
a.php
/

/
encoder.php

/

/
index.php
p.php

/

/
send.php
serve_image.php
t.php
v.php
w.php

Phishing kit folders and files

We see the “pac” folder which contains the captcha code:



analyze.php
calcul.php
index.php

/

/
serve_image.php
set_captcha_session.php

“pac” folder content

A quick look at the code confirms our finding, it is closely the same kit we observed.

Another way to verify we indeed have the same kit is to look in actual phishing websites if some
of the hidden folders are the same. Indeed!:

< c 25 portailcolis.com/panel/stats/billing.txt

31

Screencapture — A hidden file reveals the number of persons who filled the phishing form.
So, for every website, we could probably get an idea of the number of victims.

Now, even more interesting, the website allowed us to confirm it is indeed a phishing-as-a-
service business model.

A threat actor called “Traffyque” is behind it all and has a website on the clear web:

UEEEIReET Welcome to the traffyque.com g = Alseme

[ Accueil
Caisse d'epargne (FR) PostNord (SE) Aramex Multilangue

Download
Tutorials
Subscribe
Renew

History

Contact & FAQ Bangue du top 10 frangais Service postal du Portugal traitant Serv tal du la Suéde traitant Idéal pour l'internationale,
i comptant plusieurs centaines de les coli x du pays, rien de s du pays, rien de explorez les pays de votre choix et

milliers de clients mieux pour exploiter pleinement mieux pour exploiter pleinement trouvez la vole qui vous convient
un Pays un Pays

See more

¥

Its website is a mix of French and English language, and reveals about 60 phishing kits targeting
different companies/organizations, maintained by Traffyque.



Phishing Page

Ameli est le systéme frangais en
ligne dédié a la gestion de votre
santé, offrant un accés médicale
en ligne.

PayPal Multilangue

Idéal pour l'internationale,

explorez les pays de votre choix et
trouvez la voie qui vous convient.

Disney+

Disney+ : Le meilleur du
streaming avec Disney, Marvel,
Pixar et Star Wars.

Disney+ Multilangue

Idéal pour l'internationale,

explorez les pays de votre choix et
trouvez la voie qui vous convient.

Mondial Relay

Mondial Relay est le systeme
francais en ligne dédié a la gestion
de vos envois et réceptions de
colis, offrant un accés pratique aux
services de livraison.

Netflix Multilangue

Idéal pour l'internationale,
explorez les pays de votre choix et
trouvez la voie qui vous convient.

Some videos show how data filled by users are sent to Telegram:

Mondial Relay [BE]

Mondial Relay est le systéeme
Belge en ligne dédié a la gestion
de vos envois et réceptions de
colis, offrant un accés pratique aux
services de livraison.

UPS Multilangue

Idéal pour l'internationale,
explorez les pays de votre choix et
trouvez la voie qui vous convient.
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A video shows how data is sent from the phishing page to Telegram

Tutorials are available on the website:

Apprenez a configurer votre campagne.

Découvrez ci-dessous des vidéos tutorielles pour optimiser la configuration de vos campagnes.
Pour toute autre question ou assistance, veuillez contacter notre service de support via Telegram.
Create & Link Bot

Setting -> API

Setting -> STATS

Setting -> CAPTCHA

Setting -> BAN

Tutorials for setting the phishing pages up

Different prices are offered for subscribing to their service:



PACK SCAMA

Grace a notre systéme d'abonnement, vous ne serez plus jamais a court de scamas. Avec un abonnement a un prix abordable, vous aurez
désormais acceés a plusieurs scamas.

BRONZE SILVER OR
6DL 15 DL 30 DL

USB 170.00 /month USD 240.00 /month UsB 300.00 /month

Available for 1 Mounth Available for 1 Mounth Available for 1 Mounth
Access to 6 SCAMA Access to 15 Scamas Access to 30 Scamas

Unlimited upload Unlimited upload Unlimited upload

El Purchase tE] Purchase E) Purchase

The threat actor also sells databases of compromised websites:

Leads

Nos leads sont récemment obtenus, hautement qualifiés, exclusifs et Vérifiés. Nous n'effectuons aucune revente de doublons, et nous nous
engageons a innover continuellement pour garantir une vérification optimale.

Numlist & Mailist

“our leads are recently obtained, highly qualified, exclusive and verified. We do not resell
duplicates, we engage to innovate continuously to guarantee optimal verification.”

Finally, the threat actor indicates it keeps the phishing kits updated:
Good to know

Notre équipe de développement garantit des mises a jour réguliéres pour un design actuel et des produits innovants, restant ainsi
indétectables par les bots.

Explorez nos produits avec différentes versions, offrant ainsi la liberté de choisir celle qui correspond parfaitement a vos besoins et préférences.

“Our development team guarantees frequent updates for a good design and innovative
products, staying therefore undetectable by bots. Explore our products in different versions, so
you are free to choose the one that fits perfectly your needs and preferences”.



Conclusion

We discovered one fraudulent phishing website, and discovered that more than 900 other
domains related to that threat.

We also provided at least 3 different ways to monitor and keep finding new domains as they are
registered and used by the cybercriminals.

This quick investigation allowed us to provide hundreds of fraudulent domains.

Finally, we were able to discover one of the phishing kit used, and link it to a cybercriminal
phishing-as-a-service actor dubbed “Traffyque”.

Indicators of compromise

IP addresses

142.93.43.165
45.202.35.53
62.60.226.12

NS servers

*.cronustime.org
*.aphroditelove.eu
* areswarrior.com

Domains

472.correos-co.info
472paquete.com
712pm.com
abo-netlfix.com
abonnement-erneuerung.com
abtblanck.com
acces-a-mon-compte.com
acces-espace-sante.info
accesosuscrintfx.info
access-ups.info
accnt-hlpntfx.com
account-help.com



account-login-renew.com
account-renew.com
account-sk-netfiix.info
accountloginntfx.info
accountsubscription.com
accountsuspendntfx.info
acheminement-colis-2025.com
acheminement-livraisoncolis.info
acheminement-supportcolis.info
acheminement.com
actualisation-engieservice.com
actualisation-livraison.com
actualisation-livraison.info
actualisation-masante.com
actualisation-mondial-relay.info
actualisation-sante.info
actualisation-vitale.info
actualisationmedical.com
actualisations-livraison.info
actualisations-livraisons.com
actualisations-livraisons.info
actualiser-macv.com
actualiser-votre-livraison.info
actualizacion-informacion.com
actualizacion-netflix.com
administration-amende-be.info
aide-acheminement.info
aide-mondial-relay.com
aide.netflix-support.app
aktivierung-info.com
alerte-contestation.info
alerte-secure.info

ameii.fr

ameiiassure.com
ameli-renouvellement-2025.info
ameli-santegouv.com
ameli.carte-regularisation.fr
ameli.contact
amelicartevitalee.info
amende-idf.com
amendes-ants.com
amendes-majo.info
anmeldung-mydisney.com
ans-info-pt.com



antai-dfigp-gouv.info
antai.gouv-sms.info
antai.infosmsgouv.com
antai.Infogouv.com
antai.smsgouvinfo.com
api.mylog-support.com
app-netflix.com
app-unwasp.org
app-wlrex.com
apps-posthub.info
assistance-colis-choix.info
assistance-colis-relais.info
assistance-mondial-relay.info
assistance-mondialrelay.net
assistancerelivraison.info
assistenza-poste.com
assu-info.info
assurance-cartevitale.info
assurance-demande.info
assurancemaladiesante.com
assureameli-mesdroits.info
assurmelis.info
auth-binance.com
auth.interface-annulation.net
autoroutes-rappel.com
avantages-promotion-sncf.com
ayuda-cuentaflix.com
ayudarenovarmicuenta.com
belgium-amende-be.info
billingweb.net
blg-accpost.info
blg-accposte.com
bnp-checkout.com
bnp-verifications.com
bnpassistance.fr
booking-infos.com
bpost-parceltrack-be.com
cafe-aixenprovence.com
caissesante-renouvellement.info
carte-avantage-offres.com
carte-avantage-voyage.com
carte-navigo.com
carte-regularisation.fr
cartes-avantage-voyage.com



cartesvitale-infos.com
cartevital-sante.fr
cartevitale-2025.com
cartevitale-renouvellement-ameli.com
centre-netflix.info
centredetri-mondialrelay.info
centroayudademiperfil.info
choisissez-votre-livraison.com
chrnp.com
chrono-service-expres.com
chronopost-aide.com
chronopost-moncolis.xyz
chronopost-monsuivicolis.com
chronopostmoncolis.info
chungwa-post.allcha.co.kr
clicksfast.info
client-newyear.info
coiis.suivi-reglement.info
cointebais.click
colis-acheminement.fr
colis-bloquer-be.com
colis-chrono.fr

colis-csi.com
colis-en-attente.info
colis-mondial-relay-2024.info
colis-mondial-relay-2025.info
colis-mondial.info
colis-mondialrelay-2024.info
colis-mondialrelay-2025.info
colis-mondialrelay2024.info
colis-mondialrelay2025.info
colis-mondialrelayfrance.info
colis-relay.info
colis-reprogrammer.com
colisacheminement-fr.com
colismondialrelay-2024.info
colismondialrelay2024.info
colissimo-track.com
commande-relaymondial.info
compte-espace-vitale.info
compte-mondial.com
confirmarmiperfil-es.info
connexion-you.info
connexions-france.info



consignefrance.store
consultation-suivi-livraison.info
consulter-mon-suivi.com
contacte-compte.info
contravention-maj.info
copmpstasecins.servehttp.com
correos-paquetes.net
correoscl-embalar.com
courriercolis.info
cpam-france.help
cpam.santedemarches.org
creneau-2024-relay.com
creneau-2025-mondial.com
creneau-2025-mondial.net
creneau-mondial-2024.com
creneau-mondial-2025.com
creneau-mondial2024.com
creneau-mondial2025.com
creneau-mondialrelay-2025.com
creneau-mondialrelay.com
creneau-mondialrelay2025.com
creneauapps.info
csi-premium.com
csivcaptcha.com
ctt-entrega-seguir.com
ctt-entregar-logistica.info
cuentarenovacion.com
customs-clearance.tracking-service.clicksfast.info
customs-clearances.com
cybertek-pau.eu
delays-netflix.info
deliveryrouteservice.com
demand-delivery.info
demarches-administratives-auth.sale
detail-account-renew.com
deutschepost-lieferung.de
dgfip-gouv-amendes.com
dichvuconginfos.com
direction-amende-be.info
disney-fr.aplanlogistic.com
disney-relance.fr
disneyplus.schooldocu.com
disneyrefunds.com
distrib-expedition-relay.com



dossier-assistance.net
dossier-assitance.net
dossier-de-recouvrement.info
dossier-masante.fr
dossier-suivi.net
dowsasatibleread.ca
droitsmedicalefr.com
droitsoinsprio.com
dsneyaccntupdate.com
dsny-subcribe.info
ecarte-vitale.info
elofizetes-beallitasa.com
elta-post.info

ems-track.com
ems-tracking.com
encomenda-ctt.com
erreur-acheminement-colis.info
error-303-de.com
error-relais.pro
errore-rinnovo2025.com
espace-assu.com
espace-disneyplus.info
espace-mondialrelay.fr
espace-prm.info
espaceclient-abonnement.info
etablissement-public-sante.info
expedition-moncolis.info
expedition-retour.info
expedition.services-relais.com
expeditioncolis.support
expirationcarte-vitale.info
express-deliv-ups.com
facturacion-micuenta.com
flix-actualizar.com
fr-acheminement-colis.com
fr-envoi-relais.com
fr-vitale-remboursement.com
fr.nuclearblast-usa.com
frais-de-douanier.info
frais-relay.com
fraismondialrelay.info
franconnect-vitale.pro
frissites-hu.com
galxe-finder.com



gerer-mon-abonnement-netflix.com
gerer-portails-relayfr.info
gestion-de-controle-routier.info
gestion-de-dossier-de-recouvrement.info
gestion-des-infractions.info
gestion-infraction.info
gestion-no-remunerada.com
gestion-paiementfr.com
gestiondepaquet.com
gestionpaquet.com
gestionservicerecup.ddns.net
gouv-certificat-air.com
gouv-formulaire.info
gria-net.top

gt-mingob.com
guigui-gaga.com
guigui-garen.com
halkpay-bankmk.com
help-netflix.com
helpaccounts.top
hermes.lieferkosten.net
hermes.lieferung-offiziell.com
hermes.sendungskontrolle.com
hey.hgredirectionblog.com
home-stream.com
home-tracking-package.info
homesuscripcion.com
horaire-livraisoncolis.com
hrposta-info.com
info-livraison-mondial.com
info-mem-bership.com
info-mondiaireiay.com
info-mondialrelay.fr
info-reactivar.com
info-suivi-livraison.com
info-suivimondial.com
infodpost-paket.com
infolivraison-colis.info
inforenew.com
information-mondial.info
information-mondialrelay.info
infos-mondialrelay.fr
infos-regularisationroutiere.com
infoservice-mondialrelay.fr



infprolongaccnt.com
infraction-recouvrement.info
infraction-services.info
infraction-telepaiement.info
infractions-forfait.info
infractions-reglements.info
infractions-regularisation.info
infractions-regularsation.info
infractions-routiers.info
innmind.claims
instruction-reprogrammation.info
instructions-mondial.info
interface-annulation.net
intra.thormighty.com
iogin-netfiix.com
itrack-order.express
japanpost-jp.info
laposte-info-suivi.com
laposte-reprogrammation.info
leagueoftrader.io
leshevriersdupag.com
leveringskontrol.info
li-flix-gr.com

lieferkosten.net
lieferung-deutschepost.info
live-subscription.com
liveryinf-track.com
livraison-acheminement-colis.com
livraison-chonopost.info
livraison-colis-mondialrelay.com
livraison-france-relais.com
livraison-horairecolis.com
livraison-laposte.info
livraison-mondial.info
livraison-point-relais.com
livraison-retrait.com
livraison-suivicolis.com
livraison.suivre-mondialrelay-enligne.com
livraisonfr-suivi.com
livraisonmondial-relay.com
livraisonmondialrelais.com
livraisonrelay.com
livraisons-colis-mondialrelay.com
livraisons-mondial.com



livraisons-point-relais.com
livraisons-point-relais.info
Infraction-retard-majoration.info
locker-livraison-relais.com
locker-mondial-relay.info
locker-relais-mondial.com
lockers-mondialrelay.com
lockers-mondialrelay.info
logaccntrnwntfx.com
login-account-details.com
login-account-renew.com
login-clientele.info
login-mypaypal.com
login-personnel.info
loginfo-user.com
logisticsroutehelping.com
logtrackpostnv.info
losdeliver.info
ma-vitale.info
maj-espacesante.de
malivraison-suivi-relais.com
malivraisonrelay.com
manageyoursuivi.info
masscryp.com
matrlx-io.com
md-relivery.info
megujitas-flix-hu.com
mein-abonnenten-bereich.com
mein-elbaraiffeisen.com
meintransportde.com
member-monthly.com
mes-livraison-dhl.info
mes-perso.info
mes-retards-livraisons.info
mesdroits-actualisationsante.com
messoinsdigital.com
mettre-a-jour-facturation.info
mi-cuen-tanetf.com
mi-cuentaflix.net
mi-flix--cuenta.com
minvsk.info
miperfil-cuenta.com
miperfil-usuario.com
mirenovar-cuenta.com



mkposta-dostava.com
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